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(54) DATA RECORDING DEVICE, DATA PROCESSING SYSTEM USING THE SAME, AND 
COPY PROTECTING METHOD AND RECORDING MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To realize a storage 
device capable of safely recording digital contents 
being objects of copy protection. 
SOLUTION: Since an authenticator 1161 for 
authenticating equipment is provided in the bus 
interface of a DVD(digital versatile disk)-RAM drive 
116, contents which could not be recorded so for 
whose copy is possible one time can be safely 
recorded in a storage device by recording transmitted 
encripted contents (encripted contents) as they are. 
Moreover, only authorized devices are allowed to 
perform releasing of encription of storage contents of 
the storage device by authentication with the storage 
device by writing content cypher releasing key (K 
content) in an area which can not be read out from a 
system. 
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n — /nt«ds^*n-r *5 ►) . 

SfliH^iiE^lfttt. tniErif— /Ht^ds— lHl<0 
— MS v'^ 7" A A> b ttSg^W-tir'^tV ^tfrlEfE® jKflE-hO 

if 2 fS®(??x- ^ IStt^Bo 
7^— ^ MS -> ;^ 7" A t c: I ^ T , 
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-c, 

tfllEaf— ^T-o 7" h>!tl^(^7'— ^SrStFlET'— ^'iStiS 
Pt^-fb Lfc* r i: ?r#mi: -rs =1 f — T'cJ 7=- 

ffl^ lifeS^ $ n ^ r i: Sr#® i: i- 5 if *^ 8 IHttcD =i 
[If 1 0 1 flflfSjilftfflllOx^NV ^:6-P>MfE7'-iJ^ 

;i^-5i, 5F«r, sK"— 7y— 

ffl^lcfS^-t-a r t iSr#® t •t-^> if 7 i5©03 =1 tf- 

[if^^lll ffllET'-i^faltigMtt. fltllEfE®iSE«: 
±{;::tS^ $ tb/cSt^jbT'-^ ?rSg^tll-r+g#$fe(07'>'<i' 

50 mfiy'^^^ :^X'^^:^hi>mm.^Mz.t%. mf—^ 
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[0 00 1] 

mmm-m-r^o 20 

[0 0 0 2] 

[0 0 0 3] ^(Dm(om^m^n. 0ijx.«dvd (d i 

gital VersatileDisk) tCl^ffi^n 

[0 0 0 4] ^v^^/PnVT^^^^yji— i^tCMP EG2 ^ 30 
IS^j^^*:-^. >Ei2lj«<*:SrilDr«-^S(:ii^e>n5o MP 

[0 0 0 5] iff^, :L<DXotS:y^i^^Jl^^Z^y">'^y<OM 40 

[0 0 0 6] CPTWG (Copy Prot 

ection TechnicalWorking G 
roup) -C[i. •^/l^^s^'f^Ty^—^CDB^^i^^M^^ 
l[k1S:R<Dy<:^^ i^^—^zn^^^x*^^ i eee i 3 9 4 

m ()iAT. I EEE 1 3 9 4 ntf— :7^P7^>5^ h&^t^^ 
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[0007] IEEE1394v'y TyW<>^ti, 

/wfcfx;^:/^'— h h 2^:7^4? 2/ TV, 

[0 0 0 8] I EEE 1 3 9 4 n tf— :7'aT';J' hg^ifp 

P>tLrcff&#->fl^:7't3 ^=IyvSrfflV^ar IEEE 
1 3 9 4 v-y r/w<><.S:^LXxi/^/^tr^::^-:7"^— 
SrPt^^bL. ^co^flErztf— J:5^-L■CV^ 
[0 0 0 9] 

[^P>^;d5ft?StL<t5i:"t-5^Sl L;6^L. y-:^7ixn 
>- If — ^ li 1 1 1 i: y'^'^e v-:^ A X'fc -5 

I EEE 1 3 9 4 v^y T/V^<^±{-gfEtL'5v='— iJ^SrPf-^ 

[0010] 015 tl, IEEE1394=i tf — :7^a ^ 

^(Om^mX^^^ ^1 5^C*3V^Tfi. -^n— y-^/Vn 
V-e^ — ^ (PC) 1. -fes/ f h (ST 
B) 2, ^^rj'T^J^ ?\^\f'f:^^ :^'7 (DVC) 3 CO 3 
OCD^KS:^^ IEEE1394v-y T/W^^ 1 0 bX 

[0 0 11] y•:^/v:3 vtf^— ^ (pc) 

1. -fej/ b (STB) 2, t5<tt>*^^;^^ 

>'l'tfx;*-;=^^ 9 (DVC) 3 1^, ^tT.^mEEE13 

9 4 i^yr/w^;^ 1 Qh<n>^:y^—y z^-^ :^^\^^ ^^' 

^kSB (Cipher) , (D e - C i p h e 

«-^^t:aS (De-/Cipher) §:WUXV^5o 
[0012] -r^^t^ib. IEEE1394->y T/W^;^ 

oy'i^^^^^y^^:^^y (DVC) 3 ^e:ov^T^i^-^^l^; 

as (Cipher) t^W^nhtl^ IEEE1394iyy 

T/i^^<:^ 1 0 ^iffl^xi&(Dm^t<DmxT'iy^^\y=i:y'r 
v:y(03^5mSrtT9^<— y■:^>'^^^^tfzl.— ^ (PC) i 
iJiU^^-fes/ h h i/r/^S'iJ^:;^ (STB) 2^coV^Tttff& 
^-itym^itU (D e -/C i p h e r) T^^iaftbtLT 

[0 0 13] =ilf— y'nx^ h;65i£i.^/^T'v^:^>'U'=i 
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EE1394v-y TyW^^ 1 0 ±tCtli:^; $ tt. ^<Dm^ 

^n^o rt^ct 5 I EEE 1 3 9 4 v-y T/W<;^ 1 0 
±t:ig£n^7^-^SrPt^^l:-t-^r.ticJ: 19. I EE El 

3 9 4 v^y ryw<;^ 1 oitcSfttL^T"— i^;65^iE(cnif 

[0 0 1 4 ] y-^/ur3>'t:'':3.— ^ (PC) l(c:J^v> 
Tti. m^it/m^itU (D e -/C i p h e r ) 

PC lx<;=^2 0>tcifcOi/;:^7^^^^;^i: I 
EEEi394'>y r/w<;^ lot coF^ S:^:^!^ [co:^(: 
<r 1 3 9 4:/y 5/>^6i^t;iSft&»n^o micj:!^. P 
c I 2 oitctifft-i-ibT^'-^J^Sfttfr. il^il<9 ¥ 

[0 0 1 5] ^v^^^^yUfT^;^-;^?;^^ (DVC) S^fc^ 
■fes/ b h ix:7'3j^S/i^^ (STB) 2;6^e> I EEE 1 3 9 

4 v-y r>'w^>«. 1 0 Sr:frLx^^— y-^yi^^ivt'^— ^ 

(PC) Kcei^^n^Pt-^-ftx — :^lil 3 9 4:/y S/ 
t?6lcJ;o-C^S:(c«^'ft:^ttfc:^. PCI^^;^2 0_b 
COCPU4^MPEGx=2^i^5ICi^C>ix5o l^^t-. 
CPU4^MPEG7^n — ^*5;6^b-fe5' h b yZ^^^yi^ 
y^ (STB) 2\^v'i^^^\^^i^^:^T>'iy^miB't^t 

PC iy<y^2 o±(DW^Xi^^i 3 9 4:/]) yiye\z. 
^ox^^-it^fhfc'ik. I EEE 1 3 9 4 i/y r/w^;^ 

[0 O 1 6] rO<t 51-. 1 3 9 4^]) yiye\Z.^^-i\: 

ym^^mm^^n^t. pc i^<^2 oo;^— r:/T 

— ^^v^^^^Sr-^o^^Siltf ttiT'^^;d^ PC 

I y<:^ 2 O tCtifft-§->ft:25^A¥;6^tLfc:^— ^ (Plain 
Contents) V^S^{c=l tf — plfgi: 

[0 0 17] :i(7)/ci6. P C I 2 0±§rte32^$tt6 
T/i:V^fci?>. PC I^<>^2 0_hSr^i2l$n^7^v^^/i-=^ 

[0 0 18] *fc. ^SElStgt^^^k^teS':^ M-'-v^ 



(4) 4f raq^ 11-306673 

6 

lain Contents) t^^lE{:i^^ti^^tlXi^ 

[0 0 19] :^mmn±^(om^^^^^x^j:^titii^(D 

[0 0 2 0] 

-^*0.Sv^>^xAX^$ffl^tt5y-K/^-Y h^tg^JTT^ 

-^^ms:'r^>m^^<r>y^^<-(:^t<Dmx\ ttim^\f— 

[0 0 2 1] r07^-:$^iStt3g®{-:JBV^T(i. ^lE^^ 

40 /i:^o 

[0 0 2 2] *fc. T^-^^IEtiigBI-iattbtl./c^il^ 

[0 0 2 3] :i<Di:v^^^^itm^^—^t^P^TM.:^^h 

\t.m^m't^j:^^mm^^^i^x:^< zt\zi:^ ^ ntr- 

50 y't^T^ hm^^i^o^^^^^^"^^ ^^^M\.x<D^m^ 
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[0 0 2 4] Sfc. i^^9c(Ov'y<4 :^:^^h^^'it^tiX 
[0 0 2 5] *fc:. ^^^(Dy'^^^ :^:^^i^^^-it^tlX 

O n tf — :3 h n — yH^iS Sr r tLJ[^Jl_b ::i tf — 

[0 0 2 7] ^/c. ^|Sti§gS 

=^-i^fj:t\ mm^t^^-yi^<omm\^ft^cx^titmo 
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[0 0 2 8] 

^^N-yt-zi-^^Vfzx-^ (SAT. PCtJK^^^) Ov- 
.;^xA^g^;^5^$^^TV^So r(^PCiii:i, i eee 
1 3 9 4 T/w^;^ 2 0 0 S^:f^LX^1-&I5co=r>-v-3- — 

;^ (STB) 12. T'v^^/WtfT';*-;*?^' ^^fcliDV;;^? 
An— (DVC) 13. *5j:T>*7^S?^yUtf^;^:;^7'tri/ 
M/n->5^* (D-VCR) 1 4 

[0029] -fes/hh t^zT^y^::^ (STB) 1 2 . 7^ 
v?^yl'tfx:^;^7> ^ (DVC) 13. *?itKT^v^^/H^ 
M--^!— (D-VCR) 1 4 . ^tL^fh 
I EEE 1 3 9 4 n tf— >^P7^^ ^SWSr1^2K— 
fc4?)(-. IEEE1394->y T/W^^^ 2 O O O^T 

^—y^^::^m^. ;^^liE^b* J:T>*^— 5: 

^T 5 ^SEiJLSSF^ (Authenticator) 12 

1, 131, 1 4 1 §r*LTV^5o 7^>^^/^^>'^>^:y 
<^3tSm SrfT5-fe:s^ h h (STB) 12*5 

^XJ^'f^J^^l^y^'f^lO^yVUzi^^' (D-VCR) 1 

/m.^-i\LU (D e -/C ipher) 122, 1 

^ffof^^^^^^y^:^:^ (DVC) 13(co^/^T 
(i. fft-^^CaJ (Cipher) 13 2.fmt^Wt^-yiz>fhX 

[0030]PCll.ir^hh yy^^^y^y. (ST 
B) 12. 7^v?i$^yPt^T-*:^;^7^ ^ (DVC) 13. *5J: 
t>*x:^^>'W1^7^;^;^7-^S^ h 1/^ — 1^ (D-VCR) 14 

IgXIEEE 1 3 9 4i/yT/W^^2 0 0 JiSrteil^^ix 

[0031] pciiri. El^cOct 5 1-. PCI >^^;^ 1 
00^. m(;iSigg$ttfc1Stfc(^^tg^v^aL— /ut;6-b 

yvrr ViJ^V-^y^fe^^tg^^/oL— 0^19. CPU^ 
v^ir— /n 1 1. i^T-^-r h^fc{:i^i/^7VTV;^(D^ 
ZL— :M 1 3. MPEG2^3 — ^1 1 5. DVD-R 
AM Vy^ >^ 1 1 6 {COV^T^^. P C I 1 0 0 CD 

5 ^IE*0;S?i5 (Authenticator) 111 
1, 1131, 115 1, 1 1 e lib^WtnhfhX^^^^^' 
mt>#^ilMllgi5 (Authenticator) 1 

111, 1131, 1151, 1161 (omm\t. 

1 3S :^X^^±y V V yy'^^^y^ :^ 

(STB) 12. y'\y^J\^yfy'^:f3?^y (DVC) 1 
3. ioi:U'f\y^J\-'^f:^:^'^yV\^^-'^ (D-VC 

R) 1 A(D^fhhW\\lXhK> . "Ti^^/X-^^Tl^y^^ 
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[0 0 3 21 ^fc. rnejCPU^v^zL— 11.^ 
=L—)'l 1 3, MPEG27^3— 1 5(0-r — :7 
ai>t'>^^(-(i. ^bt-. P&-^>f[:$H/c=i VT^^^ry (en 
crypted contents) (D^m^it^M^'t 
^/cifeO«^>fb*0;SS:tT5m^^l:SB (D e - c i p h e 
r) , Sfcf^Bt-^^fkgP (Cipher) btbXV^ 

;5o ^ir-Cfi. ^:x— ^.1 1 3tCOV^TtiPt-^>f[:a5 (C 
ipher) 1 1 3 2 :d513:tt 6)^. C P U^v^^— 

1 i:io<tT>*MP EG 2^3—^1 i 5 ^cov^■r^lm-^^t: 

SMDe-cipher) 1112, 1152 

[0 0 3 31 CP U^e^^— 1 1 1 fi. ^ t3 
±^y^t. p<^y ^ivhn— io±l>*PC I x^;^:/y 
5/i^^j:t*:d-?>^^^?nx*5i9. ^lEasi 1 1 it^^-m 
mu 111 2ri^jx.fipc I s/v^o— gut br 

ffi^iiOr i:;(i5X#So :^:^c. C PU^v?^— i i i 
rt(7>^iE^l 111. m-^M^m 112. MP EG 2 
T^n — ^a$l 1 1 3\iyy h^^aiTX|l^brt>^V\ 
[0 0 3 41 DVD-RAMKV-1':/1 1 6 f j: P C 1 1 

(Dmmt^mmmti.x^^fhntii,(Dx*h^. ide-t 

— :7ai^;^^fc(^ATAP I >r >'i5^ — 
ifri^XPC ly<:^X O O^mm^n^o DVD-RAM 

y^^yi 1 et^mSE^OiS^i 1 6 Ko^^mi^. W.^ 

itU (De-cipher), (C i p h e 

rz >'7" >- :y Sr Pt-^'fk L /c4^^(0 ^ ^ D V D - R A M 1 
1 6 {Cfa^-t-^fcie)Xfc^o 

[0 0 3 51 PClltCfl, ^bt-. PC I ^^^1 0 0 
t I E E E 1 3 9 4 y T/w<;^ 2 o 0fBT$r2J^:6"r^XS 

ij^-r^ 1 3 9 4 S/v^l 1 7;551Sft £>ttTV^^o 13 

=i>'T>^)y\'im^it^tifc'^B(D^i^F c i^^;^ 1 0 o 

I EEE 1 3 9 4i/y r>'W<;^2 0 O-^, l^fclK 
EEl 394 ->i; r/W^;^ 2 0 0 P C I 10 0 
(-tei^$tv5o rcoj:5l-. 1 3 9 4 >^y s/v^l 1 7 
ti. P C 1 1 f^cDl^Hg^ /Vt 1 3 9 4 t 

[0 0 3 61 r:iX. I EEE 1 3 9 4 S^y r>'W^;^2 
0 0±<ODVC 1 3:6^bte7^$n57^i^^/V=3>'^>^^> 
CPU^v^ri.— yvi 1 1 xy:7 h K-t" 

[0 0 3 71 S-f. DVC 1 3 i:CPU^v^:x— /VI 1 
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v-^v (^ffi?® Srfe 5 - i: ;d5X^ 5 1> toxfo 5 yCi^ 

-^7.7-2^ I DH, 1 3 9 4 7^^^:^*50:1/? C 1 1 ^(7) 

*^tE^ V? rL — ass * fc >^ T — A ^7 ^ T t* (cij 

[0 0 3 81 rO^IiE^ll(-T. CPU-^v?^— /Wl 1 
1 riDVC 1 3 i:^— 5S^S:tTV\ Pt^>ft:^ nfc=z V7=- 

CPU^v?^— /Vl 1 1 P^tCfc^ybi?). 

9 4/^;^ 2 o o*D<}:r)^p c I i o o S^:^^LTD vc 

1 3;6^P>CPU^v^^— /H 1 l{-te32l^ix5o 
[00391 DVC13t^, ^v/^ywn^^T'v^ySrfft'^ 
20 ^bb. ^n^CPU^v?^— .'Wi 1 i{;::3l^^o Pt-^-^b^ 
fif^^:y'ri^y\X'^^\\L^tvk.^'^ 1 3 9 4^^>?.2 o o 
^^xy^v c I 10 0 Sr^fruxc pu^v^^— /vi i 

ItcS^, CPU^v^^— /VI 1 1 (O^-^gP (De-c 
ipher) 111 2(i^lE(;ii:oXt#fc^— Sr^oX 
n>'x>':V(DPt-^^fi?<o CPU^v^^— yVl i 1 CO^ 

^Uhm^\\Ltmy-7 ^^^^r^-<i:oxll^$ttxv^5 

5 t t> ^> ^ AyXfc 5o 
30 [0 0 4 01 fft#S^^:6^i^/c=I>'T'>':y^^c PU^i/zL 

—/VI 1 1 rtcoy:7 h ^^^^TMP eg 27^n — (D e 
coder) 1 1 1 3(cJ:oXt':3— K^:h./c^, 
^y 1 1 2 t VGA=r^^ht3— ^ 1 1 A-^mW^^P^O 
P (AcceleratedGraphics Por 
t) Sr^LXVGAnVbi^— ^ 1 1 4(;i3liejttXf?^ 

[0 0 4 11 -rv^^/vnVT->':y§:S5:|g 
i6:colSHg^i^^'-/v^tt-^*tt(^-r — 

40 ^v?^-/VF^fcaV^^^atg^v^^— /Vi: 1 3 9 4 T^^W 

•9 . I EEE 1 3 9 4>'<;^ 2 0 0t5j:t>'PC I 1 O 
0(Oir"ibe>(c^oV^Xt>Pt-^^t:«^0>tfeO=¥— . *D±r>* 

d/^O. .xC/^/vrz^^7^v::yco^iEn tf—^ESih^-sr 

[0 0 4 21 ^fc. P C 1 1 rt(^«-a^^v^zL— /vStc 
50 ^IE^S^tT5:it;65X^50X. <atg^i^^-/vmffi 
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r2if'-;f;pl, zit'-:7!;-) ^^^m^<U 
[0 0 4 3] ig2(cti. mi<oz^:^'rJ>^Kisi,^^yy h 

1 3 9 4y^y<^ :^fj:H<Dy^— =jiTy^y<4 ^^^C^h 
[004 4] Authent i ca tor ^^l^ 1^. 

trpo ^^Bbfc:J:5(-s i 3 9 4 :/y s^i^ 1 1 7 FiP C 
1 1 rt<o^;^tg^C/zL— /vt 1 3 9 4 v^-/^ t $rSi@ 
6t){-g^igSi-5<OT\ P c 1 1 [^(O^mm^i^^—Mz. 1 
3 9 4 r"-^^^ t mm<D^mi^XT^m^i\:/m^i\iy'^ 

;^tg^v?:x"-/ui: 1 3 9 4 7^^-^>r;^^SrEJ3a-r5r t^j: 

[0 0 4 5] laStCti. *|glfeJ^ffiT*fflV^fc^x6^IEM 

^-^y §rj^fti"5{R!l(OT'^W Source Devi 
c e , ^iB^^M(0'ry<4 :^t^S ink Device 

[0046] Sink Device ti, . SL?SSr 
ftoTS[E]^*:>5{-tt>^^>'>5^A^-Vl/V^^^- (N 
a) Sr^^L. SiE^*i:*l-^(O^V>5^A^-Vl/>v? 30 

(N a) Sr, Source Device {Cl^S-f"o 
^ LT. Sink Device ti. e^ttfcgi^S: 
fflV^TN a A r ^i^^-t^o 

[0047] Source Device SLSfcSrffi 
oTSlHl^t?6f^fc»^^^-^A^^l/>-v?^"- (Nb) 
Sr^^b. ^nSr. ^liE^*t->ttf ^/^^^^ b-CS i n 
k D e V i c e (CiS*t*o ^ bX^ Source Dev 
i c efj. gt^6>nfcg|^SrfflVN-CNb;0^&>B r ^f^J^g 

[0 0 4 8] r<0^^ Source D.e v i c e tt, 40 
P< 5/-^ — V? (B v) SrS ink Device {:ivk^o 
rcD^S'-fe — (Bv) (£^mmt^ Na, B r t 

[0049] Sink Device fi, ^ y^ — i^ 
(Av) SrSource Device \^^^o :^ 

—iy (Av) fi. (i^mmt^ Nb, Artd-bf^^^n 

[0050] Source Device (i^ Av ti^^E 
t^lJWbT^tiE® (Ak) ^f^5o l^^i::. Sink 50 
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Devicet, B v ;i5:[E LV^;el^^S^ lELtttLfite 
^;iSiEa^cC7'^W;^-C$>^i:4^J»f LT^IEIi (Ak) §r 

[0 0 5 1] :icD^^ Source Device ti, 
(Ak) -Cfff-^>ftb/c::i:/bP— yVSl (eKx) 
§rSink Device tdi^^o Sink Devi 
cett, Pt-^fk^tt/crivhn— (eKx) SrmiiE 
H (Ak) XBt^S:«?^b. nvhn^yvli (Kx) Sr 

[0 0 5 2] El3CO^iE*0;S(O^JIIltlfc< 

5ri:&1^!iEb^5 tO-CfctLti. flfjilib 

[0 0 5 3] ^"^^n^f-J^ J\^::ilyTly^y(Dm 

m (ilHl=if-pr, rit'-;F^. nhf->^y-) ;5syr 

[0 0 5 4] rztf— ^pj, 1[b10<59^:3 tf— "Sr(0:=i Vy^>' 
(nif-^^, i[Hlo;^^=itf--sr) n>'T^>':y^g^x.5 
J^d:2IEImI^E^^TV^, f^;fyco=x>' bn— /v:^— Sri^i^) 

Stcj:oTfce>;i»-bJ6f^;^<o^-^^m^M{-2p{fi^^T 

[0 0 5 5] iUT. rcO^IEMSO^R^fi^/jr^Mlco— M 
S:ig4(^:7n— ^^-hSr#figbTlft0.^-r5o ^-f, ^ 

e>v/;^7"^ I DSrSi^#t-5o ^bX. I D 

:ySrfe5 ^t:i5x^5;6^;«)-Sr*J»f-ra (;=<^7"s/>^s 1 
01) o SfS^Bll7^^-^-<:=^d5=^ tf— ^^^iVT^^^:^^^^ 

/V:3e— (eKcontrol#l) Sri^ltb. §fl 

yl^^— (eKcontrol#l) SrSttSl^ (>^^ 
>^S10 2)o tf—^^:3^^x 5 -ir^^X^ 

[0 0 5 6] isfcic:, D^cSo'V^X. ^(7?§{t 



13 

is^-r^^^t^t^-^iVm^^ (;^7^s/:7's i o 3) ^ Sft 

h n (eKcontrol#2) Sri^fS L. S 

{t{M7^''<>f ^fi^<?5=i>^hn— yl/^— (eKcontr 

o r# 2) &S(tl&6 (;^X2/:7's 1 o 4) o iIeI(?:>^ 

[0 0 5 7] l^n— yv^^r^ (e K c o n t 

rol#l, #2) tittiaiLfcJ:5(-Pt-^^b$iT.fcn>' 

a^iit^^ W ^ (ciffi ^ $ ;M,T V ^ ^ ftfecD Srffl 
V^TeKcontrol#l, #2 <7)Bt-i-^t:§r^# , K 
control#l, #2;d5#&>tb5o 

[0 0 5 8] ^(^<J:5t-br. ^^mWr^"^-^ :^m^=t 

X 6 ;^ 2 [Hlo^lEtc J; o x: f^:*r(0 ri V h 
/i^^— 255jg$tt^o ^fc. llHlco^^itf— ■Br(?:)zz>- 
[0 0 5 9] ^Xt^^ftffiy^^W :^ ^ cO^IE^S;d5MT 
-rat (><^-r s/>^*S 1 0 5) . fft-^>fk^nfcr3^^y">':y 

(eKcontent) fft^^t 
>^ (Encrypted contents) h ii^^ ^ 

:^ hi^ft^n^ (;=«.7"iy>^S 10 6, S 1 O 7) o 
^t^tltc^il^Tl^^y (Encrypted conte 
nts) (D^^yi^mz.}rX^ =z}f—^-^^ l\s](D^=i\f— 

(CGMS) ;d5Sis?)iZi^nxv>5o 
[0 0 6 0] gftMI<?:>«-7^^^-Y^t^. ntf— n:/hn — 
Ji^mn (CGMS) yv^e— Sriii6<)(c^:g 

nvhn— (CGMS) IZ^^^X 

y^>y(Dmm^^MJt^\^ti^:^h^-'jU^— (Kcont 
r o 1) ^mii't^o tVX. ^(Dm^ii.fz:=i:yht2^ 

(eKcontent) cDPt-f-ftSr^Si^L. m^it 
^iXfc^l^Tl^y (Encrypted conten 
t s) (Om^-it^M^'t^f:L^(D=i>'9-l^y^— (Kc 
o n t e n t) Sr^J^g"^^ {:^'riy^S 1 0 8) o 
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V^TI^. ^/5:;-t"^:3 V hu— /P:^r— (K c o n t r o 

[oo6i] rcr)j:5(-. ^'mmmm-r^^x. mm<om^ji 

•ra^^li. S:ft{R!lOT^/M;:^^5&5 i:i:;65T-%^=r>' 
[0 0 6 2] rr-c. mk.\im^<o^o\zi, — laico^n 

[O 0 6 3 ] #&t-^>ft:f->^>^ h y — AA, BO#.4r(D^ 
n (CGMS) Sr^ffl-r^r i:^5x-#5o 

[0 0 6 4] 5^cCfft-i-{k:^ h y — =ttf^^ 
^ :^ {"r^^^ i lEl(0^n tf— pl(0=t>^> 

(^y<-r^#2) ic5^m-r5i^^i;i(^. ^^^^y^^ 
1 ^co^/^-c^^Pff-^^b1^:/;^ h y —a a, B3s^:;^copgr-^>fb 

;^ h y-i.BOPt^'fl::^^^-/c(t;55^$tL6rt(c/^ 

30 

[0 0 6 5] Lfcid^oT. I§I7 (a) (C^^;^L-CV^;5 <t 

5f-> ^^<-r^#ij^. fft#'f^:1^>^;^<^ h y — AA;6^^0t 

^it.-^y':^ h y — AB{cn>'7^>':ycOS?g;6?^i9#:bo 

— :*r, 0 7 (b) ^;l^$nTv^^<J:5^-. v='^w;^#2 
li. fff-^^t:l^:>^^ h y-^B<7)ffir^>fk$r^^-t-^fc46(?:> 
=^-Sr*Lr;'^i^c?5-x?. Pt-^^blf:/;^ h y— AAtc^/S; 

1^:/;^ h y — ^ B ^CoV^Tf5^^?:^P&-^>(^:^ft?^-r 5 r t 

[0 0 6 6] f^is^ rrxil. ^-SWIIOt^^W^^SIc:^ 
50 (i, PCco^tSih-t. t?^J^^^^ 7^v?^/^=i>'7">':y(0^ 
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[0 0 6 7] la 8 ^#fiS LT. laiOPCl lie 

(Plain Contents) is^^'iE\Z.^^ $ 

(Authenticator)<?5 

[0 0 6 9] KAT. >r-n7"^ lElCD^ 

TDVD-RAMK^^>^1 1 60DVD-RAM^^ 

[0 0 70] 1. STB 1 2 t DVD-RAMK^-r:/ 
116 ^n^*ttO^IE|fi5 (Authnt i ca tor) 
12 1, 116 iSrffioT. ^tie?T^>^<-r^P^CD^iE^ 

i:, STB 1 2ffl!l;6^e5»t:^>fli$n-Ci^C>ttr*a::3 V h 
/W^r— (e K c o n t r o 1 ) SrDVD-RAM K 
1 1 6 {l!lt?Bt-^Sr^t :3 > h a ^/paf^— (K c o 
n t r o 1 ) ^^^-r^o 

[0 0 7 1] 2. STB 1 2;6^e5fft-^>ft:$iX/c:3 

(ekcontent) ix^^^WL^^fz.^ ;V 
=r>'T-^^^>'i:^(CDVD-RAMK^^ >^ 1 1 6(;i3^e> 

[0 0 7 2] 3. "^^-WL^nfzffi^^ f^^i^^i^yy^u 

^tf— =i>-hC2— ^'Vlt^ (CGMS) ^5^^nrV^^o 
4. DVD-RAM K^^TlT'l 1 6ttKc o n t r o 1 
t CGMSSr^oTeKc o n t e n tt^h^^^T^^^ 
^ — (Kc on tent) S:^J5£'t"'5o e K c o n t e 
n t fl^i^^— Tfc5o 

[0073] 5. Kcontent 'Q^^'^\L^^fd^^■ 
WL^l^J-^y-y (Encrypted Content 

o n t e n t fiMxtf^ 9 J; r>\^'^^ ^ -'Wi<^^ \ 

::^®i*(-fa«i:^?n5o :*fcCGMScof^Sti "ilHlritf 



(9) 11-306673 

16 

[0 0 7 4] rtbb^Jll<On>' }. yl.fi"r-<X 

CPU^C/^— 7H 1 1 {cioTfT*?;n.So ^Jctc, mi 
OSr#KLT. DVD-RAM^^-f rtiliS^^tt/cfft 
-^it:::i^^v'>^:y (EncryptedContent 

s) ^S^-r^^-^doVNTlftP^-f-^o 

[0 0 7 5] 1. DVD-RAMK^-Y:7'1 1 6 irMP 
EG2x::i — >?^l 1 5 i:OPflr\ ^lESrn^o 
10 2. SVMCiE^'?i7^y<^><.-cfe5r i:;65fit^$tL-5i:. 
fff-^^k^tb/c^? V h cr— yu-^— (eKcontrol) 
^^JDVD-RAMK^-Yl/l 1 6^^e>MPEG 2^=r — 
^1 1 5t;i3^f:>tt^o 

[0 0 7 6] 3. MPEG 27^=1 — ^1 1 SF^COAu t 
hent i ca torllSl'CeKcontro \ (D 
Bt-^>fbSr«?^. K c o n t r o 1 t'^^^fh^, 
4. ^^■j[:=t>'y":y^y (Encrypted Cont 
ents) i:[^^twfft-^>fl:$n^cn>7"v:y=^— (ek 
content) ^ C GMS ;d5D V D — R AM K^-f >^ 
20 11 6 j^l^fcMP EG 2-7^:3—^1 1 5^3^?>tl.^o 

[0 0 7 7] 5. MP EG 2t^:3 — iJr^l 1 50Au t h 
ent ica torllSl'CKcontro ItCG 
MS ;5^£> eKcontent (D^^it^M^ K c o n t 
ent ^^fe^-r^o 

[0 0 7 8] 6. MPEG2T^n — :^*i 1 5p^<OD e - 
Cipherll52 (CK content ^ri^'So 
7. D e -C i p h e r 1 1 5 2 Ci^r^-T^V:)^^— {CJ: 
^^^it^:^^:^^ (Encrypted Conte 
n t s) (Dff^^^t^m^. ^<D=i:yT:^iy(DP lain 
30 Text ^^^-r^o 

[0 0 7 9] 8. MP EG 2^:3 — ^1 1 5|iP 1 a i 
nTx e t Sr-7^:3— KL^ci^tCVGA^iVhn— ^ 1 i 

—:^m^m^mmm<DAu thentlcato rgPSr 

^:zt\c^^, ^^-c. IS^-c#?^j:;5^ofcilHl=rtf— pj 
[0 0 8 0] ^fc. r<0<t ^t-fft-^-fk^n/cT^v^iJ^yUn 
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[0 0 8 1] fj:is, rrT*«. h I/— i/^^^^J^t L 
TDVD-RAMK^-f r/Sr^iJ^L/cjd^ DVD-R K 
^'-Y:/, MOV^-f-f. HDD/j^t'tCligffl LTtav\ 

ttP co^/j:55-f, M;^tiDVD>^'i/— ^i:D-vcR 
;^Sr^fflt-^^S-^-r ^ n zi vifzi.— ^ij;fflygB(-®ffl lo 

f a wi:;d5-c*So I EEE 1 3 9 4^^<'r 

brum LT i: V ^ r i: t ^Ay-efc 

[0 0 8 2] Pt-^>ft:LTte52l$tt5=z^^'X^^:ycO 

[0 0 8 3] -f^it?"^. m^t^ti, zrif— ^pT, —[Hi 
(^oVNTlftP^Lfc^d^ Z,<Dijmn. I^-® 20 

fflJ-cfc5o Li^c;S5oX. a5 r:^^5f}l$tv/c®^g^?5=rv 
[0 0 8 4] ^z:x\ :^y^—^mmM\^R:^&x\t. 
y — ^ X — :^ ^ ^ ^ ( - =1 >^ 7=- >- :y CO ^ ^ ^ ^ 

^pI. — [Hlco^f^ne— >ft. — ) (On^^ 30 

[0 0 8 5] 01 i(;ifi. *7^->5^tei^®J|5R;^ffiS:*a 
[0 0 8 6] rr-cv^5. r^^^j irfi14«3ffl^co^« 

^W^X^^X\,t^^t>f^y^\ 
[0 0 8 7] "f—^m-hiyy^TJ^-^ 0 1 tt^ h y — Ax 
-^<OiBtgSe3 o 2 ^^ttS:^ge^ctti;^;•r^>r v>?^:7 
ai-j:<a53 0 3i:;6-t>«¥^$n5o n^-C. -^5/M7- 
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V\ ^^c. HI 1<0 I EEE 1 3 9 4 v-y r/W^;^ 2 0 0 
^PC I^^;^ 1 0 0/^ifT'feoTt<tV\ 

[0 0 8 8] t"— ^*Q;a'>:^T-A4 o 1 h y — 

^;l*5V^T^^. ^^—^1 1 3. CPU^v^^— 1 
1. fcaV^tiMPEG27^n— ^1 1 5 t*2527=^— A[L 

3gv';^xi^4 0 1 (ctiS-r^^ t{-/j:5o ^/C. ^ 
*n;Sv^^xA4 0 1 t:iPC(o;9^/jtP>T> Soi 394-7^ 

[0 0 8 9] ^*0;Sv^:^XA4 0 1 

SftS?^-f v^:7^— >^g|5 4 0 2 ^*^];S$:^T5^ b y — 

%i^^*xm^^f\^. 'r—^^m^^:^^ 
A4 0 1 co^— ift?{cj:<?T^J61S:^^tLfci->::^^J>.M 

[0 0 9 0] >r ;^§Rt^y:7 h ^nir<?5 

v\ ^fc. ;^ h y-AT^-iJ^tdfi r^^j itiSco;^7fee> 

-S^-f ^>^i5^x?ft?Bg$ti.. -r— ^^a:>:^^A4 o 1 (O 
i/::^ X i^lt ^ tb/cffi® J: o x-^ CO 7^ 

— ^(OMScO-siS^;65x— ^^<<5rvy h^^S-e^^^n-So 
[0 0 9 1] lai 3(Cti. ;^ b y — AcOX>5r5/ 

[0 0 9 2] la 1 3 d^BV^Tf^^ -7^— :$^^^->::^v'A4 

0 l;d5&5-i::^^^tg^<effi?ScOT'v?^/vnv7"v:y;65^ 
— >?r^^>>r2, J.A, B, C, D;6^e>«^$tbT*5<9. 

[0 0 9 3] =f'—'^^M'\y:^^^A 0 icoj:^ h y— A$iJ 
r^J-^j ^fcti r±t6^j (^7^— (^^>5rA, 7^—:^ 

D) \^vm.nikt-^w.^^f\.mm^f\^^. ^hy-^fij 

PS1®Hgcoi0.3St5. Ell 4(0:7n"-^^-h{c.T^t-#)l(c 
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A4 0 1 (c|S:^$^^TV^a V';:^T-Aj^ttit^;d3^t#^ 

201-5204) o — §:LTl^5^ce>tf. ^(D:^ h V 

5) . ^— ife^i:b^^*Q^S$:H.?iV^ (>^.7^s/>^*S 2 0 

6) o 

[0 0 9 4] L/c;65oX. 0iJx.tS. iaicDMPEG2 7^ 

nv-T^v-^y >^A, B, c, D) co4^-r. ^— iflS: 
r^j-BFj ^fcti ris^j {c^Sc-r^T^— ^ (t"— 

[0 0 9 5] J:oT. mi l^Ov^^v^A«^§r1^v^v-f 
[0 0 9 6] 

HfflOAu thenticato r ggSrlStt. 32^6)tT.T 30 

5K/cPt-^>ft >- :y Sr^ <o ^ ^ IH^-r ^ ^ <t . 
^^X. fS^X^/j:;6-ofcilHl^fc:'— ■^Hg>'i:::iV7^>':v 

^(D/c i?> A E> tigg^ fctl L -e ^ /j: V ^-gi^^ 
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[122] igi(Ov^x-7^A(;i4ott'5y:7 hr>aiTi:>^N— K 

[0 3] mKDi^y^TM^i^n^m^mmi^x.n^—^ 

[0 5] I^^Jg?l^®(DV^7^A[Cigffl$:tt-57^v?i$^/Urz 
[0 6] I3^JSJi^^Oi/;^xA|cigffl^;tx5-r'v^:$^7V=i 

[HIT] W\m:M'Bm<OZ^:^TM^mm^fL^y^^J^jV:=i 

[0 9] p>nfc;^ M/— 

[0 10] m'^'&'Bm(Di^:^TMz.Wtniz>nfz.>^Vu^ 

p^-r^fc2*KD0o 

[011] [^m£?^s^ov^;=^7"A{cigffl$n^T^— 

[0 12] 0 1 1(^7^— ^e^$iJPS;^ffi-c^^ffl$tb6^ 
[013] 01 \ <n>y'--d^^mM'm5m\^^^y'—^U 

[0 1 4 ] 0 1 1 <oy'—'^^'^um)5m<D^mm^^^ 
[015] i394>^ys/ •*^(cfft^>fb/«^>ft:«|g^^ 

[??^o|J£P^l 

1 1 •••^N— y-^>rv.rr Vhfrx — ^ (PC) 

1 2 --t y h h yy':^y^ (STB) 

1 3 ••T'v^^/^t^T^;^-;^^ V^fcf^DV;;^/ (D 

VC) 

I 4 ••-rv?^>'V'trT'^;^7-fes/ M-^^^^ (D-VCR) 

111 "CPU^v^^— 

I I 2 -'±7«^y 

1 1 3"•1^-r^-< h^/ctixv^i^/VTV^^— ^ 

1 1 4 "VGAnV hn— ^ 

1 1 5 - MP EG 2 t':^ — -^?^ 

1 1 6- "DVD-RAMK^-r:/ 

1 1 7 " 1 3 9 4:/y 

12 1 •••^SESB (Authenticator) 

12 2 " Pt-^^ft: • m^itU (D e -/C i p h e r ) 

13 1 - -^lEgB (Authenticator) 
1 3 2 * -ffS-^fLaS (Cipher) 

14 1 ••^lESU (Authenticator) 
14 2 -m^-it • m^^tSB (D e -/C i p h e r ) 
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1111 '--WM.^ (Authenticator) 
1112 -'tS^itU (De-cipher) 
113 1 "^lESB (Authenticator) 
113 (Cipher) 
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115 1 -•^IiEpB (Authent i ca tor) 

115 2 '■•ti^itU (De-cipher) 

116 1 "^tE&B (Authent i ca tor) 
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